Assignment 1 — IT Forensics 2026

Submission instructions

Covered Learning Outcomes:
e Explain the motivations and landscape of forensic investigations in an IT context;
e Explain the relevant legal definitions and frameworks that apply to digital forensic

investigations.

Marks:
e This assignment is worth 10% of your unit marks.

e The assignment is marked out of 100 nominal marks.
Deadline: Friday, 21 August 2026 (11:55pm)

Submission format: One (1) PDF file of your report and one (1) drawio file for the network
design. Your report should not exceed 2,000 words excluding tables, figures, and references.
Exceeding this limit may incur penalty. Write your report as if you were presenting to the

CEO of the company in the assignment specification.

Submission platform: Upload your report (PDF file) and network design (drawio file) to
Moodle. It is your responsibility to ensure you have submitted your files correctly. The
submitted files should be able to be read and marked by our teaching team members,
otherwise penalties will apply. Files that are considered not markable include: (i) PDF files
that cannot be opened or read by your tutor, (ii) PDF files that cannot be processed or read by
Turnltln, (iii) an empty drawio file, or (iv) submission of the plain drawio file given to you in

the assessment. Files will only be accepted via Moodle (i.e., not via Ed, email, etc.).

Network Layout: An empty network layout is accessible at:
https://drive.google.com/file/d/1wl1LHGBGIVYQVDfiOMUCEkGx]j70463Cr/view?u

sp=sharin

You must use https://app.diagrams.net/ and make changes using the available legends in the

above empty layout.


https://drive.google.com/file/d/1w1LHGBGlvYQVDfiOMUCEkGxjj7o463Cr/view?usp=sharing
https://drive.google.com/file/d/1w1LHGBGlvYQVDfiOMUCEkGxjj7o463Cr/view?usp=sharing
https://app.diagrams.net/

Generative Al: Al & Generative Al tools must not be used within this assessment. This
assessment task requires students to demonstrate human knowledge and skill acquisition

without the assistance of Al.

Academic Integrity: It is an academic requirement that your submitted work be original.
Penalties will be applied if there is any evidence of plagiarism, collusion, contract cheating,

or any behaviours that do not adhere to appropriate academic practice (see Monash’s Student

Academic Integrity Procedure for more information). When you are asked to use Internet

resources to answer a question, this does not mean copy-pasting text from websites. Write
answers in your own words with proper referencing to the original source such that your

understanding of the answer is evident.

Referencing: Citations must be provided if you are quoting, paraphrasing, or otherwise using
content from an external source (e.g., an article, website, or book). Please use the APA 7
referencing style to acknowledge sources. You must integrate both in-text citations and a

reference list. Mark deductions will apply for poor or inaccurate referencing.

Special Consideration & Late Submissions:
e If you want to apply for special consideration, please find the information at this link:
https://www.monash.edu/students/admin/assessments/extensions-special-consideration
e Without an extension or approved special consideration request, students who submit
this assessment after the due date will receive a late-submission penalty of 5%. A further
penalty of 5% of the available marks will be applied for each additional day (24-hour
period), or part thereof, the assessment task is overdue. Submissions more than seven

days after the due date will not be marked.


https://publicpolicydms.monash.edu/Monash/documents/1935762
https://publicpolicydms.monash.edu/Monash/documents/1935762
https://guides.lib.monash.edu/apa-7
https://www.monash.edu/students/admin/assessments/extensions-special-consideration

ENTERPRISE FORENSIC READINESS

The CEO of a consulting IT company has asked you to design the company’s network. She
has asked you to be prepared as much as possible for the next 10 years in terms of IT
equipment and being prepared for forensic investigations and cyber-attacks. The company’s
infrastructure is to stay like what you have designed for the next 10 years. The company has
one headquarter and it has X — 1 branch offices in different cities, some national and some
international ones. The number X that is representing the total number of branches (including
headquarters) depends on your student ID. The main office and each branch has exactly 40
employees. Each employee is exactly equipped with one single workstation. You may also
have a working from home (WFH) option for employees in your diagram (based on your

student ID).

How to choose X: Calculate your student ID modulo 6 plus I, the result is X. Example
student ID: 1234567 and

X =(1234567mod 6) +1 =1+ 1=2.
The student with ID 1234567 should work with a company network that consists of X=2
branches, that is one headquarter and X-1=1 branches'. Each of these X branches can

accommodate exactly 40 workstations each of which is allocated to exactly one employee.

How to see if the CEO has allowed WFH or not: If your student ID is an even number, the
CEO would not allow WFH. If your student ID is an odd number, she has allowed WFH.

You have to use the empty layout given to you and modify it (in terms of number of branches,
etc.) by yourself. The following servers of the company are to be located in a proper place.

1. Database server (inaccessible to public)

2. Application/web server (public)

3. File server (inaccessible to public)

4

. Email server (inaccessible to public)

Based on your specific X you have to design a network diagram by using only various

options given in the legend of the empty diagram and answer the questions below.

'If X = 1, there are no branches but you still have one headquarter.



In all the below steps, when you are deciding about your choices and justifying them,
o Consider the size of your network. A network is small if it has less than 50
workstations and it is considered large if it has more than 50 workstations.
e Discuss how you would implement forensic readiness into the mentioned
mechanisms. You can refer to ISO/IEC 27043:2015. A copy of this document can be
found in the Week 3 - Real-Time Ed Lesson. Note: Please be as specific as possible

when referencing this document (e.g., reference the subsection and/or page number).

1) Server Farm Location, WAN connections, and Internet connection (3 options)
You have to decide where to put the server farm. First, decide about the location of the
company’s server farm. You have four different options: 1) in the main office, ii) on the
cloud, iii) in the data center, or iv) a hybrid choice (data center + cloud). You should use

the icons in the legend to put the servers in the desired location.

Second, decide about the WAN connection and draw the connections in your diagram
(including the routers) between the headquarter, branches, and the location of the server
farm (based on the legend, you have two choices for WAN connections, MPLS or

Internet).

Finally, decide about the Internet connection to your company/server farm, which has
been shown as a red cloud in the empty diagram. Justify your choices in all these steps

according to your network size and forensic readiness.

Note: The difference between "Cloud" and "Data Center" for us is that a cloud is
public, but a data centre is owned by the company and can act as a private cloud. In
fact, a public cloud for a company is a cloud that is not owned by the company itself. It
is owned by a third party. In contrast, a private cloud (a data centre) is something that

the company can build for itself, own and manage forever.
((2+4)*2+1=13 marks)


https://edstem.org/au/courses/36527/lessons/110050/slides/774550

2)

3)

4)

AAA server location, SIEM server location, VPN, SSL Terminator, and Firewall (5
options)

Now, you have a complete diagram with all connections and the company's servers’
location specified. First, decide about the location of AAA (authentication,
authorization, and accounting) Server and SIEM (Security information and event
management) Server. Second, use Firewall, VPN, and SSL terminator, if needed, to
provide security. Justify all your 5 choices based on your network size and forensic
readiness. For the tools that need a start and endpoint like VPN, use the tool for the start
and endpoint, and determine these by numbers, e.g., one VPN connection has a start
point of VPN1 and endpoint of VPNT’.

((2+4)*5=30 marks)

Enterprise Defence System (6 options)

Develop a more detailed cyber system defence mechanism for the enterprise
considering all 6 tools: Web Application Firewall (WAF), Web filtering, Malware
filtering, SSL inspection, IDS/IPS, and Email security.

Their icons have been given in the legend. Use the icons to complete your diagram,
some of them can be enabled on the firewall, mention each of them you use by using
the icon. Based on your design, you may not use all the tools listed in the legend of
your network, though. If you decide to use any of these, specify its location and justify
your choice according to the size of your network and forensic readiness. If you decide
not to use any of these, explain why you have not used it.

((2+5)*6=42 marks)

Cost Estimation and Justification

Based on your design, estimate the cost to implement the defence system and maintain
the system for 10 years. Break down the tasks and justify (with references) why your
cost estimate is appropriate. You should also include references if you are referring to a
specific product or service. Your cost estimates should be proportionate to the size of
your network.

(5 marks)



S) Forensically Sound Incident Response
Develop a forensically sound protocol based on one of the following scenarios (selected
based on the last digit of your student ID). You should reference both the ACPO

guidelines and your network design.

Last digit of student Scenario
ID
0-1 An employee has resigned and is suspected of copying

confidential documents before leaving the company.

2-3 Several workstations in Branch X have become encrypted
resulting in staff being unable to access files.

4-5 Unusual activity has been identified from the CEO’s
account after they clicked on a link in an email.

6-7 An Al agent deployed to the systems of the company has
scammed a few employees.

8-9 A database has been accessed outside of business hours
over several nights.

(5 marks)

6) Structure, Look, and Referencing
5 marks are allocated to the report structure (3 marks) and look (2 marks). Keep in mind
you are preparing the report for your CEO not the teaching team.
(5 marks)
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